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Abstract

The Kerberos Authentication Service, developed at MIT, has been widely adopted by other

organizations to identify clients of network services across an insecure network and to protect the
priuacy and integrity of communication with those services. While Version 4 was a step up from
traditional security in networked systems, extensions were needed to allow its wider application

in environments with different characteristics than that at MIT. This paper discusses some of the
limitations of Version 4 of I_rberos and presents the solutions provided by Version 5.

I Introduction

The Kerberos AuthenticationServicewas developedby the Massachusetts Instituteof

Technology(MIT) toprotectthe emerging network servicesprovidedby ProjectAthena.Versions

1 through 3 were used internally.Although designed primarilyfor use by ProjectAthena,

Version4 ofthe protocolhas achievedwidespreaduse beyond MIT. Models foradministration

and use of computer services differ from site to sits and some environments require support that
is not present in Version 4. Version 5 of the Kerberos protocol incorporates new features
suggested by experience with Version 4, making it useful in more situations. Version 5 was based
in part upon input from many contributors familiar with Version 4.

This paper begins by describing the Kerberos model and basic protocol exchanges. Section 3
discusses the limitations of Version 4 of Kerberos. The fourth section reviews new features found

in Version 5. Section 5 describes the implementation of Version 5 and support for converting
existing applications from Version 4. The paper concludes with status and plans for future work

1.1 Terminology and conventions

A principal is the basic entity that participates in authentication. In most cases a principal
represents a user or an instantiation of a network service on a particular host. Each principal is
uniquely named by its principal identifier.

* The work describedhere was done while Kohl was at Mrr, and in part while Neuman was at the University

ofWashington.

An earlier version of this paper was published in Proceedings of EurOpen Spring '91 Conference, 1991, Tromse, Norway.
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Encryption is the process of transforming data into a form that cannot be understood
without applying a second transformation. The transformation is affected by an encryption key in

such a manner that the second transformation can only be applied by someone in possession of
the correspondir_ decryption key.

A secret.key cryptosystem such as that defined by the Data Encryption Standard (DES)
[Sta77a] uses a single key for both encryption and decryption. Such an encryption key is called a
secret key.

A public.key eD_ptosystem such as RSA [Riv78a] uses different keys for encryption and
decryption. One of the keys in the pair can be publicly known while the other must be kept
private. These keys are referred to as public and private keys respectively.

Plaintext is a message in its unencrypted form, either before the encryption transformation
has been applied, or after the corresponding decryption transformation is complete. C/phertext is
the encrypted form of a message, the output of the encryption transformation.

In figures, encryption is denoted by showing the plaintext surrounded by curly braces ({ })
followed by a key (K) whose subscript denotes the principals who possess or have access to that
key. Thus, "abe" encrypted under c's key is represented as {abe} Kc.

2 The Kerbero$ Model

Kerberos was developed to enable network applications to securely identify their peers. To
achieve this, the client (initiating party) conducts a three-party message exchange to prove its
identity to the server (the contacted party). The client proves its identity by presenting to the
server a ticket (shown in figures as T_ ) which identifies a principal and establishes a temporary
encryption key that may be used to communicate with that principal, and an authenticator
(shown in figures as Acj ) which proves that the client is in possession of the; temporary
encryption key that was assigned to the principal identified by the ticket. The authenticator
prevents an intruder from replaying the same ticket to the server in a future session.

Tickets are issued by a trusted third party Key Distribution Center (KDC). The KDC,
proposed by Needham and Schroeder [Nee78a], is trusted to hold in confidence secret keys
known by each clientand serveron the network (thesecretkeys areestablishedout-of-bandor

through an encryptedchannel).The key sharedwith the KDC forms the basisupon which a
clientorserverbelievesthe authenticityoftheticketsitreceives.A Kerberosticketisvalidfora

finite interval called-its lifetime. When the interval ends, the ticket expires; any later
authentication exchanges require a new ticket from the KDC.

Each installation comprises an autonomously administered rea/m and establishes its own
KDC. Most currently-operating sites have chosen realm names that parallel their names under
theIntemet domain name system(e.g.ProjectAthena'srealmisATHENA. MIT. EDU).Clientsin

separate realms can authenticate to each other if the administrators of those realms have
previously arranged a shared secret.

2.1 The initial ticket exchange

FigureI shows themessages*requiredfora clienttoproveitsidentitytoa server.The basic

messages arethe same forVersions4 and 5 ofKerberosthough thedetailsoftheencodingdiffer.
A typicalapplicationuses thisexchange when itfirstestablishesa connectionto a server.

Subsequent connectionstothesame serverrequireonlythefinalmessage intheexchange (client
cachingeliminatestheneed forthefirsttwo messages untiltheticketexpires).

$

For clarity, the figures show a simplified version of the messages. Other message fields present in the actual
messages are less relevant to the present discussion.
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In the first message the client contacts the KDC, identifies itself, presents a nonce (a
fimestamp or other non-repoating identifier for the request), and requests credentials for use
with a particularserver.

3

1. Client -=) KDC: c, s, n

2.KDC -_ Client:{Kc.s,n}Kc,{Tc.s}Ks

3.Client--*Server:{Ac}Kc.s,{Tc.s}Ks

(Inversion4,message2 is{K¢.s,n,{Tc,s}KsIKc)

Figure1.Gettingandusingan initialtlckeL

Upon receiptof the message the KDC selectsa random encryptionkey I_s, calledthe
sessionhey,and generatesthe requestedticket.The ticketidentifiesthe client,Specifiesthe

sessionkey K_, liststhestartand expirationtimes,and isencryptedinthe key Ks sharedby the

KDC and the server.Because theticketisencryptedin a key known onlyby the KDC and the

server,nobody elsecan read itorchange the identityofthe clientspecifiedwithinit.The KDC

next assemblesa response,the second message, which itsends to the client.The response

includesthesessionkey,thenonce,and theticket.The sessionkey and nonce areencryptedwith

theclient'ssecretkey Kc (inVersion4 allfieldsareencryptedinKS ).

Upon receivingtheresponsetheclientdecryptsitusingitssecretkey (usuallyderivedfrom

a password).Aftercheckingthenonce,theclientcachestheticketand associatedsessionkey for
futureuse.

In the thirdmessage the clientpresentsthe ticketand a freshly-generatedauthenticatorto

the server.The authenticatorcontainsa fimestamp and isencryptedin the sessionkey KSj.
Upon receiptthe serverdecryptstheticketusingthekey itshareswiththeKDC (thiskey iskept

insecurestorageon the server'shost)and extractstheidentityofthe clientand the sessionkey

K_. To verifythe identityoftheclient,the severdecryptsthe authenticator(usingthe session

key I_s from the ticket)and verifiesthatthetimestampiscurrent.
Successfulverificationofthe authenticatorprovesthatthe clientpossessesthe sessionkey

I_s,which itonlycouldhave obtainedifitwere ableto decryptthe responsefrom the KDC.
Sincethe responsefrom the KDC was encryptedin Ko the key ofthe usernamed inthe ticket,

the servermay reasonablybe assuredthatidentityofthe clientisinfactthe principalnamed in
theticket.

Ifthe clientrequestsmutual authenticationfrom the server,the serverresponds with a

freshmessage encryptedusingthesessionkey.Thisprovestotheclientthatthe serverpossesses

the sessionkey,which itcouldonlyhave obtainedifitwas abletodecryptthe ticket.Sincethe

ticketisencryptedin a key known onlyby the KDC and the server,the responseprovesthe

identityofthe server.
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For greaterdetailon themessagesinVersion4 ofKerberosthereaderisreferredto[Ste88a]

and [Mil87a].DetailsaboutVersion5 can be foundin[Koh92a].

2.2 The additional ticket exchange

To reducethe riskofexposureoftheclient'ssecretkey Kc and tomake the use ofKerberos
more transparenttotheuser,theexchangeaboveisusedprimarilytoobtaina ticketfora special

ticket-grantingserver(TGS).The clienterasesitscopyofthe client'ssecretkey once thisticket-

grantingticket(TGT) has beenobtained,

The TGS islogicallydistinctfrom theKDC which providesthe init_lticketservice,but the
TGS runs on the same hostand has accesstothe same databaseofclientsand keys used by the

KDC (seeFigure2).A clientpresentsitsTGT (alongwithotherrequestdata)tothe TGS as it

would presentitto any otherserver(inan applicationrequest);the TGS verifiesthe ticket,

authenticator,and accompanying request,and replieswith a ticketfor a new server.The

protectedpartofthe replyisencryptedwiththe sessionkey from the TGT, sothe clientneed not

retainthe originalsecretkey Kc to decryptand use thisreply.The clientthen uses thesenew

credentialsas beforetoauthenticateitselfto the server,and perhaps to verifythe identityof
the server.

( m-

,!
i. Client .-* KDC: c, tgs, n

2. KDC --_ Client: { Kc,tgs ,nlKc ,ITc.ts=l K,ss

3. Client --_ TGS: { Ac }Kc,t$s ,[T=,,gslK,ss,s. n

4. TGS -_ Client: I Kc.s,n}Kc.tss .{Tc.s}K =

$. Client -_ Server. { AcIK¢.s .{Tc,sIK s

(in version 4, message 2 is [ Kc,_= ,n, {T¢.tp }Kt=s} Kc,

and message 4 is IK=.s ,n, IT=,sIKsIKc. _)

Figure 2. Getting asservice ticket

Once the authenticationisestablished,the clientand servershare a common sessionkey

Kc_,which has never beentransmittedoverthenetwork withoutbeingencrypted.They may use

thiskey to protectsubsequent messages from disclosureor modification.Kerberos provides

message formatswhich an applicationmay generateasneededtoassuretheintegrityorboththe

integrityand privacyofa message.

3 Umltations of Version 4

Version4 ofKerberosisinwidespreaduse,but some sitesrequirefunctionalitythatitdoes

notprovide,whileothershave a computingenvironmentoradministrativeproceduresthatdiffer

from that at MIT. As a result,work on KerberosVersion 5 commenced in 1989,fueledby

discussionswith Version4 usersand administratorsabouttheirexperienceswith the protocol

and MIT's implementation.
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3.1 Environmental shortcomings

KerberosVersion4 was targetedprimarilyforProjectAthena [Chag0a],and as suchinsome

areasitmakes assumptionsand takesapproachesthatarenotappropriateuniversally:

Encrypfion system dependence: The Version 4 protocol uses only the Data Encryption
Standard (DES) to encrypt messages. The export of DES from the USA is restricted by
theU.S.Government, making trulywidespreaduse ofVersion4 difficult.

Internet protocol dependence: Version 4 requires the use of Internet Protocol (IP) addresses,
which makes itunsuitableforsome environments.

Message byte ordering:. Version 4 uses a _receiver makes right" philosophy for encoding multi-
byte values in network messages, where the sending host encodes the value in its own
natural byte order and the receiver must convert this byte order to its own native order.
While this makes communication between two hosts with the same byte order simple, it

does not follow established conventions and will preclude interoperability of a machine
with an unusual byte order not understood by the receiver.

Ticket lifetimes: The valid life of a ticket in Version 4 is encoded by a UNIX timestamp issue

date and an 8-bit lifetime quantity in units of five minutes, resulting in a maximum
lifetimeof21 I/4hours.Some environmentsrequirelongerlifetimesforproperoperation

(e.g.a long.runningsimulationwhich requiresvalidKerberos credentialsduring its

entire execution).

Authentication forwarding: Version 4 has no provision for allowing credentials issued to a
clienton one hosttobe forwardedtosome otherhostand used by anotherclient.Support

forthismight be usefulifan intermediateserverneedstoaccesssome resourcewith the

rightsofthe client(e.g.a printserverneeds accesstothe fileservertoretrievea client's

fileforprinting),orifa userlogsintoanotherhoston thenetwork and wishestopursue

activitiestherewiththe privilegesand authenticationavailableon the originatinghost.

Principal naming: In Version 4, principals are named with three components: name, instance,
and realm,each ofwhich may be up to39 characterslong.These sizesare tooshortfor

some applicationsand installationenvironments.In addition,due to implementation-

imposed conventionsthe normalcharactersetallowedforthe name portionexcludesthe

period(.),which isused in accountnames on some systems.These same conventions
dictatethatthe accountname match the name portionoftheprincipalidentifier,which

isunacceptablein situationswhere Kerberosisbeinginstalledin an existingnetwork

with non-uniqueaccountnames.

Inter.realm authentication: Version 4 provides cooperation between authentication realms by
allowingeach pairofcooperatingrealmstoexchange an encryptionkey tobe used as a

secondarykey fortheticket-grantingservice.A clientcan obtainticketsforservicesfrom
a foreignrealm'sKDC by firstobtaininga ticket-grantingticketforthe foreignrealm

from itslocalKDC and then usingthatTGT toobtainticketsfortheforeignapplication

server(seeFigure3).Thispair-wisekey exchangemakes inter-realmticketrequestsand

verificationeasy to implement, but requiresO (n2)key exchanges to interconnectn

realms (seeFigure4).Even with only a few cooperatingrealms,the assignment and

management oftheinter-realmkeysisan expansivetask.
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I. Clicnz_ TGSk=_:{A=lK=.m,{Tr.,pIK,s, , tgS=m
2.TGSkz_U_ Client:(Kc,sss_lKc._ ,ITchy, ,l K_ss,"
3. Client -.eTOSn_e_:{Ac}K,,._, .{Tc.qp,.}KI_,. stun
4.TGSmmo_--_Client:(Kc._ }KcJss,,{T¢.sm }Ksn
S.Client.-eScrverrmo_:{AcIKc.s_.lTc.sn}Ksn

(In version 4. message 2 is l Kc.tss,m .{Tc.sss,,"}Kt_s,_ }Kc.tzs,

message4 isI Kc.s_,ITch. lKs, lKc.tss )

Figure 3. Getting s foreign realm service ticket.

/
UMICH.EDU

EDU

IFS.UMICH.EDU

r

/

Figure 4. Version 4 realm interconnections.

3.2 Technical deficiencies

In additiontothe environmentalproblems,thereare some technicaldeficienciesin Version

4 and itsimplementation.BeUovin and Merritt[Belg0a]providedetailedanalysesof some of
theseissues.

Double Encryption: As shown in Figure 1, the ticket issued by the Kerberos server in Version
4 isencryptedtwicewhen transmittedto the client,and only once when sentto the

applicationserver.There isno need toencrFptitinthe message from the KDC to the

client,and doingso can be wastefulofprocessingtimeifencryptioniscomputationally

intensive(aswillbe the caseformost software-basedencryptionimplementations;see

[Mer90a]fordiscussionoffastsoftware-basedencryptionmethods).
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PCBC encryption: Kerberos Version 4 uses a non-standard mode of DES to encrypt its
messages. FIPS 81 [Sta80a] describes the normal cipher-block-chaining (CBC) mode of
DES. Version 4 uses a modified Version called plain- and cipher-block-cha/ning mode
(PCBC). This mode was an attempt to provide data encryption and integrity protection in
one operation. Unfortunately, it allows an in_'uder to modify a message with a special

block-exchange attack which may not be detected by the recipient [Koh89a].

Authenticators and replay detection: Kerberos Version 4 uses an encrypted timestamp to
verify the freshness of messages and prevent an intruder from staging a successful
replay attack. If an authenticator (which contains the fimestamp) is out of date or is
being replayed, the application server rejects the authentication. However, maintaining
a list of unexpired authenticators which have already been presented to a service can be
hard to implement properly (and indeed is not implemented in the Version 4
implementation distributed by MIT).

Password attacks: The initialexchangewiththeKerberosserverencryptsthe response with a

client'ssecretkey,which inthecaseofa userisalgorithmicallyderivedfrom a password.

An intruderisabletorecordan exchange ofthissortand,withoutalertingany system

administrators,attempttodiscoverthe user'spassword by decryptingthe responsewith

each password guess.Since the responsefrom the Kerberosserverincludesverifiable

plaintext [Lom89a], the intruder can try as many passwords as are available and will
know when the proper password has been found (thedecryptedresponse willmake

sense).

Session keys: Each ticket issued by the KDC contains a key specific to that ticket, called a
sessionkey,which may be used by the clientand servertoprotecttheircommunications

once authenticationhas been established.However, sincemany clientsuse a ticket

multipletimes during a user'ssession,itmay be possibleforan intruderto replay

messages from a previousconnectiontoclientsor serverswhich do not properlyprotect

themselves (again,Mrrs Version 4 implementationdoes not fullyimplement this
protectionfor the KRB_SAFE and KRB_PRIV messages).Additionally,there are

situationsin which a clientwishes toshare a sessionkey with severalservers.This

requiresspecialnon-standardapplicationnegotiationsinVersion4.

Cryptographie ehecksum_ The cryptographic checksum (sometimes called a message
authentication code or hash or digest function) used in Version 4 is based on the

quadratic algorithm described in [Jue85a]. The MIT implementation does not perform
thisfunctionas described;the suitabilityof the modifiedversionas a cryptographic
checksum functionisunknown.

4 Changes for Version 5

Version 5 ofthe protocolhas evolvedoverthe pasttwo years based on implementation

experienceand discussionswithinthe community ofKerberos users.Itsfinalspecificationhas

reachedclosure,and a descriptionofthe protocolisavailable[Koh92a].Version5 addressesthe

concernsdescribedaboveand providesadditionalfunctionality.
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4. I Changes between Versions 4 and 5

4.1.1 Use of Encryption

To improve modularity and ease export-regulation considerations for Version 5, the use of
encryption has been separated into distinct software modules which can be replaced or removed
by the programmer as needecL When encryption is used in a protocol message, the ciphe_xt is
tagged with a type identifier so that the recipient can identify the appropriate decryption
algorithm necessary to interpret the message.

Encryption keys are also tagged with a type and length when they appear in messages.
Since it is conceivable to use the same key type in multiple encryption systems (e.g. different

variations on DES encryptien), the key type may not map ene-to-one to the encryption type.
Each encryption algorithm is responsible for providing su_cient integrity protection for the

plaintext so that the receiver can verify that the ciphertext was not altered in transit. If the
algorithm does not have such properties, it can be augmented by including a checksum in the
plaintext before encryption. By doing this, we can discard the PCBC DES mode, and use the
standard CBC mode with an embedded checksum over the plaintext. It is important to consider
the effects of chosen plaintext attacks when analyzing the message integrity properties of
candidateencryptionalgorithms.Some potenlialweaknesses were found with encryptionand

checksum methods ininitialdraftsofthe Version5 protocol[Stu92a].These weaknesses were

corrected in subsequent revisions.

4.1.2 Network addresses

When network addressesappearinprotocolmessages,theyare similarlytaggedwith a type

and lengthfieldsotherecipientcan interpretthem properly.Ifa hostsupportsmultiplenetwork

protocolsorhas multipleaddressesofa singletype,alltypesand alladdressescan be providedin
a ticket.

4.1.3 Message encoding

Network messages in Version 5 are described using the Abst_ct Syntax Notation One
(ASN.1)syntax[Sta87b]and encodedaccordingtothe basicencodingrules[Sta87a].Thisavoids

the problem ofindependentlyspecifyingthe encodingformulti.bytequantitiesas was done in

Version4.Itmakes theprotocoldescriptionlookquitedifferentfrom Version4,but itisprimarily

the presentationof the message fieldsthat changes;the essenceof the Kerberos Version 4
protocol remains.

4.1.4 Ticket changes

The Kerberos Version 5 ticket has an expanded format to accommodate the required
changes from the Version 4 ticket. It is split into two parts, one encrypted and the other
plaintext. The server's name in the ticket is plaintext since a server with multiple identities, e.g.
an inter-realm TGS, may need the name to select a key with which to decrypt the remainder of
the ticket (the name of the server is bookkeeping information only and its protection is not
necessary for secure authentication). Everything else remains encrypted. The ticket lifetime is
encoded as a starting time and an expiration time (rather than a specific lifetime field), affording
nearly limitless ticket lifetimes. The new ticket also contains a new flags field and other new
fields used to enable the new features described later.

85



Distributed Open Systems

4.1.5 Naming principles

Principal identifiers are multi_omponent names in Kerberos Version 5. The identifier is
encoded in two parts, the realm and the remainder of the name. The realm is separate to
facilitate easy implementation of realm-traversal routines and realm-sensitive access checks. The
remainder of the name isa sequence ofhowever many components are needed to name the

principal.The realm and each component of the remainder are encoded as separateASN.1

GeneraIStrings, so there are few practicalr-_wictionson the charactersavailablefor

principal names.

4.1.6 Inter-realm support

In Version 5,Kerberos realms cooperatethrough a hierarchybased on the name ofthe

realm (seeFigure5).A sourcerealm isinteroperablewith a destinationrealm ifitsharesan
inter-realmkey directlywith the destinationrealm,orifitsharesa key with an intermediate

realm thatisitselfinteroperablewith the destinationrealm.Each realm exchanges a different

pairofinter-realmkeyswith itsparentnode and each child.These keys are used in a common

encryptionsystemtoobtainticketsforeach successiverealm alongthe path.This arrangement

reducesthenumber ofkey exchangestoO(log(n)).

f
st_-=ut'.'n_....

""" "J_ IFS.UMICH.EDU
I

Figure $. A Version 5 hierarchy of realms.

When an applicationneeds tocontacta serverina foreignrealm,it"walks"up and down

the treetoward the destinationrealm,contactingeachrealm'sKDC inturn,askingfora ticket-

grantingtickettothe foreignrealm.In most cases,theKDC willissuea ticketforthe nextnode

inthe properdirectionon the tree. If a realm has establisheda "shortcut"spanning linkwith
some realm furtherinthe path,itissuesa ticket-grantingticketforthatrealm instead.Thisway

everyrealm can interoperate,and heavily-traveledpathscan be optimizedwitha directlink.

When a ticketforthe end serviceisfinallyissued,itwillcontainan enumeration ofallthe

realms consultedin the processof requestingthe ticket.An applicationserverwhich applies

strictauthorizationrulesis permittedto rejectauthenticationwhich passesthrough certain
un_ realms.

4.2 New protocol features in Version 5

In addition to the changes discussed above, several new features are supported in Version 5.

4.2.1 Tickets

Version5 ticketscontainseveraladditionalfimestampsand a flagsfield.These changes
allowgreaterflexibilityintheuse ofticketsthanwas availableinVersion4.
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Each ticketissuedby the KDC using the initialticketexchange isflaggedas such.This
allowsserverssuch as a password changing serverto requirethat a clientpresenta ticket

obtainedby directuse ofthe client'ssecretkey I_ insteadofone obtainedusinga TGT. Such a

requirementpreventsan attackerfrom walkingup toan unattendedbut loggedin workstation

and changing another user's password.
Tickets may be issued as renewable tickets with two expiration times, one for a time in the

near future,and one later.The ticketexpiresasusualattheearliertime,but ifitispresentedto

the KDC in a renewal request before this earlier expiration time, a replacement ticket is
returned which is valid for an additional period of time. The KDC will not renew a ticket beyond
the second expiration indicated in the ticket. This mechanism has the advantage that although
the credentials can be used for long periods of time, the KDC may refuse to renew tickets which
are reportedasstolenand therebythwarttheircontinueduse.

A _ mechanism isavailabletoassistauthenticationduringbatch processing.A ticket

issuedaspostdatedand invalidwillnotbe validuntilitspost-datedstartingtimepassesand itis

replacedwith a validatedticket.The clientvalidatesthe ticketby presentingittothe KI)C as
describedaboveforrenewabletickets.

Authenticationforwardingcan be implementedby contactingthe KDC with the additional
ticketexchange and requestinga ticketvalidfora differentsetofaddressesthan the TGT used

in the request. The KDC will not issue such tickets unless the presented TGT has a flag set
indicating that this is a permissible use of the ticket, When the entity on the remote host is
grantedonlylimitedrightstousetheauthentication,the forwardedcredentialsare referredtoas

a proxy (afterthe proxy used in legaland financialaffairs).Proxiesare handled similarlyto

forwardedtickets,exceptthatnew proxy ticketswillnot be issuedfora ticket-grantingservice;

theywillonlybeissuedforapplicationservertickets.

In certain situations, an application server (such as an X Window System ser¢er) will not
have reliable,protectedaccessto an encryptionkey necessaryfornormal participationas a

serverinthe authenticationexchanges.In such cases,ifthe serverhas accesstoa user'sticket-

grantingticketand associatedsessionkey (whichinthe caseofsingle-userworkstationsmay

well be the case),itcan send thisticket-grantingticketto the client,who presentsitand the

user'sown ticket-grantingticketto the KDC. The KDC then issuesa ticketencryptedin the
sessionkey from the server'sticket-grantingticket;the applicationserverhas the properkey to

decr3rptand processthisticket.The detailsofsuchan exchangearepresentedin[Davg0a].

4.2.2 Authorization data

Kerberos isconcernedprimarilywith authentication;itisnot directlyconcernedwith the

relatedsecurityfunctionsofauthorizationand accounting.To supportthe implementationof
theserelatedfunctionsby otherservices,Version5 ofKerberosprovidesa mechanism forthe

tamper-prooftransmissionofauthorizationand accountinginformationas partofa ticket.This

informationtakestheform ofrestrictionson the use ofa ticket.The encodingofeach restriction

is not a concern of the Kerberos protocol,but is insteaddefined by the authorization
or accounting mechanism in use. Restrictions are carried in the authorization data field of
the ticket.

When a ticket is requested, restrictions are sent to the KDC where they are inserted into the
ticket, encrypted, and thus protected from tampering. In the protocors most general form, a
client may request that the KDC include or add such data to a new ticket. The KDC does not

remove any authorization data from a ticket; the TGS always copies it from the TGT into the new
ticket, and then adds any requested additional authorization data. Upon decryption of a ticket,
the authorization data is available to the application server. While Kerberos makes no
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interpretation of the data, the application server is expected to use the authorization data to

appropriately restrict the client's access to its resources.
Among other uses, the author/zation data field can be used in a proxy ticket to create a

capability. The client requesting the proxy from the KDC specifies any authorization restrictions
in the authorization data, then securely transmits the proxy and session key to another party,
which uses the ticket to obtain limited service from an application server. Neuman [Neu91a]
discusses possible uses of the authorization data field in detail.

The Open So,ware Foundation's Distributed Computing Environment uses the
author/zation data field for the generation of privilege attribute certificates (PACs). Privilege
information is maintained by a privilege server. When a PAC is requested by a client the
privilege server requests a Kerberos ticket identifying the privilege server itself, but restricting
the groups to which the client belongs and specifying a DCE specific user ID. The ticket is then
returned to the client which uses it to assert its DCE user ID and prove membership in the listed

groups. In essence, the privilege server grants the client a proxy authorizing the client to act as
the privilege server to _ the listed DCE user ID and membership in the listed groups. If the
ticket did not include restrictions, it would indicate that the client was the privilege server,

allowing the client to assert any user ID and membership in any group.

4.2.3 Pre-authentication data

In an efforttocomplicatethe theftofpasswords,the KerberosVersion5 protocolprovides

fields in the initial- and additional-ticket exchanges to support password alternatives such as
hand-held authenticators (devices which have internal circuitry used to generate a continually
changing password). In the initial ticket exchange, these fields can be used to alter the key Kc in
which thereplyisencrypted.Thismakes a stolenpassworduselesssincefreshinformationfrom

a physicaldeviceisneeded todecrypta response.The fieldcan alsobe used toprove the client's

identitytothe KDC beforeany ticketisissued.Doing thismakes ita littlemore difficultforan

attackertoobtainamessage thatcan be usedtoverifypasswordguesses.
Thispre-authenticationdatafieldisused by the clientin the additionalticketexchange to

passthe ticket-grantingtickettothe KDC; sinceitisa variable-lengtharray,othervaluesmay

be sentinthe additional-ticketexchange.

4.2.4 Subsession key negotiation

Ticketsare cached by clientsforlateruse.To avoidproblems caused by the reuse of a

ticket'ssessionkey acrossmultipleconnections,a serverand clientcan cooperatetochoosea new

subsessionIL,,ywhich isused toprotecta singleconnection.Thissubsessionkey isdiscardedonce
theconnectionisclosed.

Negotiationof subsessionkeys allowsan applicationto protectthe privacyof messages

broadcasttoseveralrecipients.The applicationcan individuallynegotiatewith each recipientto
use a common subsessionkey beforebeginningthebroadcasts.

4.2.5 Sequence numbers

Kerberos providestwo message formatsforapplicationsto protecttheircommunications.

The KRB_SAFE message uses a cryptographicchecksum to insure data integrity.The

KRB_PRIV message usesencryptiontoinsureintegrityand privacy.InVersion4 thesemessages

includedas controlinformationa fimestamp and thesender'snetwork address.With Version5,

an applicationmay electtouse a timestamp(asbefore)ora sequencenumber. Ifthetimestampis

used,the receivermust recordthe known timestamps to avoid replayattacks;ifa sequence

number isused the receivermust verifythatthe messages arrivein the properorderwithout
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gaps. There are situations where one choice makes applications simpler (or even possible) to

implement; see the discussions in [Koh92a].

5 Implementation features

5.1 The base Implementation

The MIT implementation of the Version 5 protocols is composed of several run-time libraries
with which a program may link. The core library functions will probably be used by all
applications; other libraries or subsystems may be replaced or omitted as needed by an
application programmer. All code is currently written in "C."

The base functions: The core Kerberos library contains the routines which assemble,

disassemble and interpret the network messages. This includes ASN.1 encoding and
decoding functions which convert from a machine's native format to the network
encoding (currently based on the ISODE package, but another ASN.1 support package
may be substituted), routines which verify that requests are answered as expected, and
routines to determine which messages are necessary. This core set of routines calls out to

the remaining portions of the library as required. A progrannner may replace those
portions at certain specified interfaces.

Encryption routinem Since multiple encryption types may be in use simultaneously, the core
functions call encryption routines through a function table which has entries provided by

each encryption system implementation. The core library provides a default
cryptesystem table, initialized to list the known encryption types. A programmer may
load his own cryptosystem table to replace the default table and avoid linking with the
default encryptien libraries.

In an attempt to alleviate some possible export restrictions, MrI's implementation
distributes its encryption systems separately from the remainder of the system. Only
DES is currently available from MIT.

Checksum routines: In a similar fashion to the encryption routines, the core routines call any
needed checksum functions through a function table, and compute any necessary sizes

based on the information in the table. Certain applications of checksum technology
require that the checksum have certain properties. The table entry indicates whether the
checksum is keyed (its algorithm is perturbed by an encryption key which cannot be
discovered with knowledge only of the algorithm and the checksummed text) and
whether the checksum is collision proof (it is computationaUy infeasible to discover a
different checksum text which has the same checksum). The core library provides a

replaceable default checksum table.

Four checksums are currently available from M1T: the CRC_2, which is neither keyed
nor collision proof (but it is useful for integrity checks within encryption systems); the
DES message authentication code (MAC), which is both keyed and collision proof, and
MD4 [Riv92a] and MD5 [Riv92b], both of which are collision proof but not keyed.

Credentials cache and key table routinem When clients store tickets and credentials in a

cache, the core routines call out through a credentials cache table entry to a separate
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library module which implements the storing and searching routines for credentials
caches. An environment variable can be used to specify the default type and location of a

credentials cache, so a user can switch between different types and locations of caches as

needed (perhaps to keep the credentials for two roles separate). Mrl_s implementation
provides two creden_tls cache implementations, one built on C %tdio" routines and
the other built on UNIX file-descriptor semantics. Other implementations could provide

shared-memory or kernel-rein'dent caches.

Servers likewise store their secret keys IQ in key tables accessed by the core routines
through a function table. Mrrs implementation provides a key table library built on C
"s t di o" routines.

KDC database suppor_ All accesses to the KDC's principal database by the KDC and
administrative programs are mediated by a database library which can be replaced if
needed. MI'Fs implementation uses the UNIX dbm database system. Since dbm does not
provide any record or database locking, its use is augmented with separate locking code
to mediate between writers and readers. Administrative requests (e.g. adding entries,

changing keys or passwords) can be handled on-line.

Operating system support: Although it is targeted for UNIX systems, the MIT
implementation is careful to access operating system features only from a few wen-
contained modules. An operating system support library performs all the accesses

required by the rest of the cede, such as _mitting and receiving network messages,
examimn"g configurationfiles,checking the system'stime-of-day,translatingfrom

accountnames toKerberosnames (andviceversa),and performingrudimentai'yaccount

accesschecks.

5.2 User interaction

If allpartsof Kerberos are working properly,users willnot normally be aware that

Kerberos authenticationisin use by theirapplications.The normal loginprocessobtainsand

cachesan initialticket-grantingticket,and applicationsautomaticallyobtainand cache service

ticketsas required.Only when authenticationfailswillusersbecome aware ofthe underlying
use ofKerberos.

Ifusersneed to refreshtickets(e.g.,ifthey expire),then they can use the kinitprogram,

which willgeta new ticket-grantingticketafterreadinga password from the keyboard.Users

examine the cached tickets with idist and destroy the cache with kdestroy.
When principal names need to be displayed to human users, by convention* they are

represented as the sequence of name components separated by slashes (/), followed by an at-sign

(@),and therealm name. Thus,a principalwithtwo name components userx and role2 inthe

realm ATHENA .MIT. EDU would be representedasuserX/role2 @ATHENA .MIT. EDU.

5.2. I Password to key conversion

Since users are not good at remembering binary encryptionkeys, Kerberos provides

routineswhich convertpasswordsintokeys.The algorithmused toconverta password intoan

encryptionkey performsa non.invertibletransformation,sothatan attackercannot discovera

user'spassword knowing onlyKc.InVersion5,the conversioncan be seededwith an additional

* Please note that this is only a convention, and other implementations may display the principal names differently.
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string (often the realm name) which perturbs the output key, so that a user who is registered in
multiple realms and uses the same password in two of those realms will have a different K¢ in
each realm. Without this perturbation, an attacker discovering the user's key in one realm could
impersonate that user in the other realm, without needing to know the user's password. When no
additional perturbation string is supplied, the resulting key is the same as the key produced by
the Version 4 algorithm.

5.3 Compatibility support for Version 4

There is a smatl but growing base of Kerberos Version 4 applications, and a number of sites
running a Kerberos Version 4 authentication server. MITs implementation of Version 5 provides
several compatibility features which can help sites and programmers convert to Version 5.

Interface eompa/ibility: MI'I's implementation of Version 5 includes a "glue librarf' which
presents a Kerberos Version 4 application programming interface (API) but which uses
Version 5 protocol messages and routines. This library converts data structures as much
as possible between the differing Version 4 and Version 5 data structures. In many cases
(especially those that use only a common subset of the Version 4 library functions), an
application originally written for Kerberos Version 4 need only be re-linked with this
library and the remainder of the Version 5 code to use Version 5 protocols. However,

such applications will no longer be compatible with older peer processes, which would
still expect the Version 4 messages, and continued IDnlnf_nnnce may be made more
dmicult.

A generic authentication interface: The Generic Security Services API (GSSAPI) [Lin91a] is
an authentication-system independent programming interface which is currently being
developed by the Common Authentication Technology Working Group within the
Internet Engineering Task Force. The GSSAPI provides a convenient abstraction
boundary for applications writers who wish to take advantage of multiple authentication
systems (even ones not yet invented), without needing to be aware of any of the details of
those systems. Since the GSSAPI only provides access to those basic authentication
services which form a common denominator across different authentication systems,
applications Which need access to specialized features provided by a particular
authentication system will still need to code to that system's native interface. However,
the basic functionality to which the GSSAPI provides access should be sufficient for the
majority of applications. MIT provides a binding of this interface to the Kerberos Version

5 implementation.

Protocol compatibility:. For those sites which wish to convert the Kerberos server to provide
the features of Version 5, a compatibility mode may be enabled on the KDC which causes
it to accept Version 4 format KDC requests and respond with Version 4 format tickets
and messages, as well as accepting Version 5 format requests. This allows an

administrator to convert a Version 4 installation to Version 5 slowly, by supporting the
old users with the compatibility code. APmr some grace period, the Version 4
compatibility would be turned off. If a user wishes to use both Version 4 and Version 5

programs simultaneously, the user's key must be encoded using the Version 4 style
string-to-key algorithm; the Version 5 response will include information in the pre-
authentication data of the ticket response to indicate which string-to-key algorithm
should be used by the Version 5 client.

i ¸,
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Interface coexistence: The MIT Version 5 libraries were purposely designed to allow an
application to simultaneously support beth Versions 4 and 5, and this is the suggested
compatibility mode. The telnet [Pos83a] program distributed with the MIT code can

automatically choose an authentication system to use when it connects to a remote
system, based on what credentials the user holds and what Versions of authentication
the remote te]net server will accept. It implements the current draft specifications of the
authentication [Bor92a] and encryption [Bor91a] options for beth Kerberos Version 5
[Bor92b] and Kerberos Version 4 [Bor92c] authentication systems.

Program compatibility: Another possible compatibility mode can be fabricated by maintaining
separate copies of network applications which use Version 4 and Version 5 protocol
messages. The user would use a generic name for the application, and the application
would U-y each authentication system in turn, by executing a separate copy of the

program for each system (see Figure 6). When authentication is successfully completed,
the application would proceed as normal. On beth the client and server sides of the
application, this approach requires two copies of the same program, each linked with a
different authentication system. The different versions of the server would each accept
requests at different network ports, and the different clients would only send a request to
the server which supports its authentication type.

Thisapproach couldbe mixed withthe gluelibraryand/orsingle-serverapproaches,by

creatingtheseparateclientsusingthegluelibraryand/orusinga singleserverprogram

which understandsbethprotocols.

__ Iry protocol A ___
!

I I

I I

:(execute B ifA fails) :(might be the same program)
I !

I I

FIGURE 6. Implementing protocol compatibility by executing separate program.

6 Future work

Version 5 of Kerberos is a step toward the design of an authentication system that is widely
applicable. We believe the framework is flexible enough to accommodate future requirements.
Some items we expect to add to Kerberos in the near future include:

Public.key cryptosystems:. The encryption specifications in Kerberos Version 5 are designed
primarily for secret-key cryptosystems, but we are considering support for public-key

cryptosystems. One advantage of such support will be the ability to interoperate with the
evolving cer_cate infrastructure for Privacy Enhanced Mail. There is also work
proceeding on the development of a hybrid Internet Authentication System (IAS) that
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will provide interoperability between Kerberos and public key based systems such as
Digital Equipment Corporation's DASS [Tar9/a].

"B_: Several companies manufacture hand-held devices which can be used to
augment normal password security methods, and there is strong interest within the
indust_ tointegrateone ormore ofthesesystemswith Kerberos.Work isunderway to

use the pre-authentication data field to pass the additional information needed to use
such devices.

In the more distantfutureitmight alsobe possibletoprogram a mnartca_ todirectly

take partin the KerberosprotocolTo do sowould requirespecialhardware to support
communication between thesmartcardand theworkstation(sothatthe smartcardcould

communicate with the KDC). The advantage ofsuch an approach is that the initial

Kerberos exchange couldtakeplacewithoutmaking the user'spassword availabletoa
potentiAnyuntrustedworkstation.

Remote administration: The currentprotocolspecificationsdo not specifyan administrative

interfaceto the KDC database.Mrrs implementationprovides a sample remote

administrationprogram which allows administratorsto add and modify entries

and usersto change theirkeys.We would liketo standardizesuch a protocol.Some

featureswe would liketoadd includeremote extractionofserverkey tables,password

"quality checks," and a provision for servers to change their secret keys automatically
every so often.

Database propagation: The current implementation provides reliable KDC sdrvice by a
periodicbulk-copyof the KDC database to slaveKDC machines. It might be more

convenientand/orefficientto buildthe KDC on distributeddatabase technologies.

However, to insurethatan attackercannot illegitimatelyobtainany database entry,
thetechnologymust provideforprivatesecuretransmissionofthe databasedements to

each server,

Validation suites: The currentimplementationdoesnotincludea completevalidationsuiteto

verifythat the protocolisproperlyimplemented.Such a suitecould prevent future

securityproblems in the case of a faultyimplementation,and would help facilitate

interoperationofdiverseimplementations.

Applications: There are many network applications that would benefit from the addition of
authentication. Among the highly visible examples are electronic mail, popular bulletin-
board systems (such as Usenet), and distributed file systems. It is hoped that application
designers will consider authentication and related security services when designing their
protocols. The generic application programming interface should go a long way toward
making it possible to do so.
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